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ABOUT	THE	CLASS

Syllabus	available	online



ABOUT	THE	CLASS

No	required	textbook	

Many	online	readings	

This	one	not	bad	for	
CISSP	preparaOon	>>>



ABOUT	THE	CLASS

Rough	weekly	topics:	

• Today	
• Cryptography	
• Access	Controls	
• Networks	&	
Perimeters	

• ApplicaOon	Security	
• Audit	&	Incidents	&	
Laws	&	RegulaOons	

• Final	Projects



ABOUT	ME

Daniel	Medina	
medina@nyu.edu

mailto:medina@nyu.edu


ABOUT	ME
Background	

Previously:	
Systems	Administrator,	Network	Developer,	
Security	Engineer	in	Academia	&	Wall	Street	
Security	&	TechOps	Manager	@	Tech	Startup	

Now:	
Security	Engineering	Manager	at	global	bank	
Adjunct	at	NYU	since	2007	



ABOUT	ME
Why	am	I	here?	

Taught	while	at	university.	
Wasn’t	going	to	teach	full-Pme.	

Got	“real	job”	at	a	bank	
Missed	university	/	academia	

Adjunct	at	NYU	since	2007	
First	class:	Perl	Programming	



ABOUT	THE	CLASS

Why	are	we	all	here?



ABOUT	YOU

Hi!	

Name	

Background	

Why	are	you	here?	
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hUps://twiUer.com/briankrebs/status/431247496388812800	
hUps://twiUer.com/briankrebs/status/431277998374137856



“I	AM	TRULY	SORRY”

“WE	HAVE	HIRED…	
SECURITY	EXPERTS”



Target	CIO	resigns	following	breach	
Grant	Gross,	IDG	News	-	Mar	5,	2014		

Target	CIO	Beth	Jacob	has	resigned	following	a	data	breach	at	the	retailer	
that	may	have	affected	as	many	as	110	million	U.S.	residents.		

Target	is	overhauling	its	informaOon	security	pracOces,	Gregg	Steinhafel,	
the	company's	chairman,	president	and	CEO,	said	in	a	statement.	Target	is	
searching	for	an	interim	CIO	to	help	guide	the	company	"through	this	
transformaPon,"	he	said.	

In	addiPon,	Target	is	elevaOng	its	CISO	role	and	hiring	for	that	posiOon	and	
for	a	chief	compliance	offer,	he	added.	The	company	has	hired	Promontory	
Financial	Group	"to	help	us	evaluate	our	technology,	structure,	processes	
and	talent	as	a	part	of	this	transformaPon,"	he	said.	





Target	CEO	Gregg	Steinhafel	Resigns	
Clare	O'Connor,	Forbes	-	May	5,	2014		

Target's	CEO	is	the	latest	casualty	of	the	widespread	data	breach	that	saw	
hackers	steal	personal	data	and	credit	card	informaPon	from	millions	of	
customers.	

On	Monday,	the	Minneapolis-based	retail	chain	announced	that	35-year	
company	veteran	Gregg	Steinhafel	had	stepped	down	effecOve	immediately.	

Target’s	statement	referred	to	Steinhafel’s	handling	of	the	disastrous	data	
breach	that	unfolded	in	December.	

“He	held	himself	personally	accountable	and	pledged	that	Target	would	emerge	
a	beUer	company,”	said	the	statement.	“We	are	grateful	to	him	for	his	Preless	
leadership	and	will	always	consider	him	a	member	of	the	Target	family.”	



WAPO:	TARGET’S	CEO	DIDN’T	LEAVE	BECAUSE	OF…	BREACH	
hUp://www.washingtonpost.com/news/wonkblog/wp/2014/05/08/targets-ceo-didnt-leave-because-of-a-cybersecurity-breach/

http://www.washingtonpost.com/news/wonkblog/wp/2014/05/08/targets-ceo-didnt-leave-because-of-a-cybersecurity-breach/


hUp://bits.blogs.nyPmes.com/2014/07/31/brad-maiorino-targets-new-cybersecurity-boss-discusses-being-a-gluUon-for-punishment/

http://bits.blogs.nytimes.com/2014/07/31/brad-maiorino-targets-new-cybersecurity-boss-discusses-being-a-glutton-for-punishment/
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SEPTEMBER	2016	
HTTPS://YAHOO-SECURITY.TUMBLR.COM/POST/150782028915

“HASHED	PASSWORDS	(USING	BCRYPT)”

“STATE-SPONSORED	ACTOR”
2+	YEAR	OLD	INTRUSION

https://yahoo-security.tumblr.com/post/150782028915


OCTOBER	2016	
HTTP://WWW.REUTERS.COM/ARTICLE/US-YAHOO-NSA-EXCLUSIVE-IDUSKCN1241YT

IN	2015,	STAMOS	“RESIGNED	AS	CISO”

http://www.reuters.com/article/us-yahoo-nsa-exclusive-idUSKCN1241YT


2+	YEAR	OLD	INTRUSION

“STATE-SPONSORED	ACTOR”

“HASHED	PASSWORDS	(USING	MD5)”

“FORGED	COOKIES	
ALLOW	ACCESS	
WITHOUT	A	PASSWORD”

DECEMBER	2016	
HTTPS://YAHOO.TUMBLR.COM/POST/154479236569

https://yahoo.tumblr.com/post/154479236569


DECEMBER	2016	
HTTP://WWW.REUTERS.COM/ARTICLE/YAHOO-CYBER-IDUSL1N1EA1CI

http://www.reuters.com/article/yahoo-cyber-idUSL1N1EA1CI


hUp://www.investors.com/news/technology/yahoo-verizon-deal-closing-delayed-unPl-q2/
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SOME	CONCEPTS

(Stuff	that	might	be	on	the	CISSP	exam)



C	I	A

ConfidenOality	

Integrity	

Availablility



RISK	ASSESSMENT

What	are	we	protecOng?	

What	are	the	threats?	

What	costs	would	we	bear?



ADVERSARY	MODEL

careless	user	
bored	hacker	
criminal	gang	

hackPvist	collecPve	
disgruntled	employee	
industrial	compePtor	
government	agency



ADVERSARY	MODEL

How	might	this	adversary	act?



ADVERSARY	MODEL

What’s	easy	to	measure	
vs	

What’s	easy	to	test	
vs	

What	would	an	adversary	do	to	
compromise	a	target?



ADVERSARY	MODEL

APT



ADVERSARY	MODEL

Advanced	
Persistent	
Threat



ADVERSARY	MODEL

“We	need	that	first	crack	and	we’ll	
look	and	look	to	find	it.	There’s	a	
reason	it’s	called	an	advanced	
persistent	threat;	we’ll	poke	and	
poke	and	wait	and	wait	unPl	we	get	
in.”	—	Rob	Joyce



ADVERSARY	MODEL

“We	need	that	first	crack	and	we’ll	look	
and	look	to	find	it.	There’s	a	reason	it’s	
called	an	advanced	persistent	threat;	
we’ll	poke	and	poke	and	wait	and	wait	
unPl	we	get	in.”	—	Rob	Joyce,	chief	of	
Tailored	Access	OperaPons	for	the	US	
NaPonal	Security	Agency

https://www.youtube.com/watch?v=bDJb8WOJYdA

https://www.youtube.com/watch?v=bDJb8WOJYdA


I+AAA

IdenPficaPon	
AuthenPcaPon	
AuthorizaPon	
AccounPng



SOME	REAL	EXAMPLES



SOME	REAL	EXAMPLES



SOME	REAL	EXAMPLES



SOME	REAL	EXAMPLES



CITIBANK	HACK	BLAMED	FOR	ALLEGED	ATM	CRIME	SPREE	
HTTPS://WWW.WIRED.COM/2008/06/CITIBANK-ATM-SE/

SOME	REAL	EXAMPLES



SOME	REAL	EXAMPLES



SOME	REAL	EXAMPLES



SOME	REAL	EXAMPLES



SOME	REAL	EXAMPLES



WE’RE	OUT	OF	SLIDES!
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