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A	SECRET	MESSAGE	

X	PBZOBQ	JBPPXDB	

What’s	the	key?



TRANSPOSITION

A	SECRET	MESSAGE	

RGAE	RESS	TXES	MXCA	

What’s	the	key?
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TRANSPOSITION	
&	

SUBSTITUTION



BITS	BYTES	CHARS

A	SECRET	MESSAGE	

S	is	a	character	

8-bits	byte	per	char	

01010011



AND,	OR,	XOR



ONE	TIME	PAD

Message	XOR	Key	=	Encrypted	

Length(KEY)	==	Length(MESSAGE)



ONE	TIME	PAD

Message	=	BUY_	|	SELL	|	HOLD  
Key	=	4	random	chars  

Encrypted	Message	=	XOR(M,	K)	

M = 1010011 1000101 1001100 1001100  
K = 0110101 0100100 0011111 1010110  
E = 1100110 1100001 1010011 0011010



ONE	TIME	PAD

Problems?



DES

F has subs, trans, xor

Certified for gov’t use:
NIST FIPS PUB 46

Tampering:
S-Boxes
Key length (64/56 bits)
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DES

What’s	the	key?	

(64-bits	=>	56-bits	+	8	parity	bits)	

Problems?	

AES:	S$ck	Figure	Guide

http://www.moserware.com/2009/09/stick-figure-guide-to-advanced.html


DIFFIE	HELLMAN	KX

Key	exchange	

Solve	the	key-sharing	problem



Crypto	Characters:	

Alice	&	Bob	
Eve	(passive	adversary)	
Mallory	(aceve	adversary)	

I	like	the	cookie-dough	
version	of	this…
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RSA



RSA

Asymmetric System

Public Key

Private Key

A “hard” problem:
factoring large #s

http://en.wikipedia.org/wiki/RSA_(algorithm)


HASH	FUNCTIONS
MD5:	128	bits,	`md5`	or	`openssl	md5`		

'I	leave	all	my	fortune	to	Alice'				|	md5	
19755c81218340ed42f575bff3691c57	
'I	leave	all	my	fortune	to	Bob'						|	md5	
4b67189b91f32b8a12f968ea1989a8fe	

#	This	would	be	bad	
'I	leave	all	my	vast	fortune	to	Eve'	|	md5	
19755c81218340ed42f575bff3691c57



HASH	FUNCTIONS
SHA1:	160	bits,	`shasum`	or	`openssl	sha1`		

echo	'Hello,	World'	|	shasum	-a	1			#	160	bits	
4ab299c8ad6ed14f31923dd94f8b5f5cb89dfb54	

echo	'Hello,	World'	|	shasum	-a	256	#	256	bits	
8663bab6d124806b9727f89bb4ab9db4cbcc3862	\	
f6bbf22024dfa7212aa4ab7d	

echo	'Hello,	World'	|	shasum	-a	512	#	512	bits	
44c4f73161332b2b058360310640c6704796ece7	\ 
6593e22ca32f76ccbc2c469d5b26ae64b996c781	\ 
65929ac1af7f9a0ae6132010c917f6b104196b86	\ 
48e108d3



HYBRIDS

We	know	about: 
Symmetric	Key	Encrypeon	
Asymmetric	Key	Encrypeon	

Key	Exchange	
Hash	Funceons	

How	to	mix	and	match?



SSL	/	TLS

Confidentiality
Integrity
Authenticity

“Data in transit” 
security on the Internet

Increasingly attacked

https://www.isecpartners.com/media/106031/ssl_attacks_survey.pdf














SSL	/	TLS

Lots	of	background	readings	on	the	challenges	
• Heartbleed,	comic	(SSL/TLS	vulnerability)	
• AAacks	on	SSL	(iSec	Partners)	
• SSL	Observatory	(EFF)	
• The	most	dangerous	code	in	the	world	
• SSL	Labs	/	SSL	Labs	Grading	Changes	January	2017	
• Rogue	CAs:	faking	google.com,	gekng	hacked,	and	
generally	failing

http://heartbleed.com
http://xkcd.com/1354/
https://www.isecpartners.com/media/106031/ssl_attacks_survey.pdf
https://www.eff.org/observatory
https://crypto.stanford.edu/~dabo/pubs/abstracts/ssl-client-bugs.html
https://www.ssllabs.com/ssltest/
https://blog.qualys.com/ssllabs/2017/01/18/ssl-labs-grading-changes-january-2017
https://www.wired.com/2013/01/google-fraudulent-certificate/
https://threatpost.com/final-report-diginotar-hack-shows-total-compromise-ca-servers-103112/77170/
https://blog.mozilla.org/security/2016/10/24/distrusting-new-wosign-and-startcom-certificates/


TOOLS

• openssl	command-line	tools	for	almost	all	ciphers,	

hashes,	and	combinaeons	
• Small	exercise	with	openssl	encrypeon	modes	
• SSL	Labs	provides	excellent	“scoring”	
• SSL	Checker	decode	cereficates	
• Let’s	Encrypt	is	a	free	CA	that	works	with	web	servers	
to	generate	cereficates	

• Keybase	is	public	/	private	key	hoseng	for	people

https://openssl.org
https://gist.github.com/medina/d538e53c88c10b2cc8ae9b6398d72bdc
https://www.ssllabs.com/ssltest/
https://www.sslchecker.com/sslchecker
https://letsencrypt.org/
https://keybase.io/


OTHER	CRYPTO	READINGS

• Crypto	101,	online	book	under	development	
• Security	Engineering,	Ross	Anderson	
• The	Debian	PRNG	Bug,	HD	Moore	(2008)	
• Randomness	and	the	Netscape	Browser	(1996)	
• Windows	NT	ran$ngs	from	the	L0pht	(1997)	
• Encryp$ng	the	Web,	EFF

https://www.crypto101.io/
https://www.cl.cam.ac.uk/~rja14/book.html
https://web.archive.org/web/20130325135123/http://digitaloffense.net/tools/debian-openssl/
http://www.cs.berkeley.edu/~daw/papers/ddj-netscape.html
http://insecure.org/sploits/l0phtcrack.lanman.problems.html
https://www.eff.org/encrypt-the-web


NSA,	CIA,	OTHER	TLAS
That	capability	[of	the	NSA	and	US	intelligence	community]	at	any	$me	could	be	turned	around	on	
the	American	people	and	no	American	would	have	any	privacy	leV.	There	would	be	no	place	to	hide.	

If	this	government	ever	became	a	tyranny,	the	technological	capacity	that	the	intelligence	
community	has	given	the	government	could	enable	it	to	impose	total	tyranny.	There	would	be	no	
way	to	fight	back,	because	the	most	careful	effort	to	combine	together	in	resistance	to	the	
government,	no	maAer	how	privately	it	was	done,	is	within	the	reach	of	the	government	to	know.	
Such	is	the	capacity	of	this	technology.	

I	don’t	want	to	see	this	country	ever	go	across	the	bridge.	I	know	the	capacity	that	is	there	to	make	
tyranny	total	in	America,	and	we	must	see	to	it	that	this	agency	and	all	agencies	that	possess	this	
technology	operate	within	the	law	and	under	proper	supervision	so	that	we	never	cross	over	that	
abyss.	That	is	the	abyss	from	which	there	is	no	return	

Sen.	Frank	Church,	1975,	a	quote	I	know	from	Decryp$ng	the	Puzzle	Palace	
I	used	to	call	this	the	“scary	quote”.		Now	it’s	current	events.

http://en.wikipedia.org/wiki/Frank_Church
http://w2.eff.org/Misc/Publications/John_Perry_Barlow/HTML/decrypting_puzzle_palace.html



