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ADMINISTRATION

Need	to	reschedule	missed	class.	

Re-ordering	of	classes	(RSA	Conference)



NEWS

Anything	in	the	news?



RECAP

Cryptography…  
But	we’ll	do	that	again	with	access	controls



SPECIAL	GUESTS!



AUDITING

Audit	what?	(scope)	

Performed	by	whom?	(internal,	external)	



I+AAA

Who	has	access?	
How	is	it	provisioned?	
How	is	it	deprovisioned?	
How	is	access	logged?	
…	
Examples?



DR/BCP

Do	you	have	backups?	
Can	you	restore	from	backups?	
What	is	your	plan	for	$latest_disaster_movie?	
How	oLen	to	you	exercise	your	disaster	plan?	
…	
Examples?



DR/BCP

$disaster_movie	scenarios	by	year?	

Is	there	a	common	soluPon?



PERIMETER	SECURITY

Do	you	have	firewalls?	
What	do	you	block	/	allow?	
Do	you	have	network	diagrams?	
…	
Examples?



VULNERABILITY	MANAGEMENT

Do	you	have	an	asset	inventory?	
Do	you	know	what	version	systems	are	at?	
Are	your	assets	under	support	contract?	
How	what	is	your	patching	strategy?	
…	
Examples?



LOGGING	AND	INCIDENTS

Similar	to	I+AAA…	
Do	you	log	security	events?	
What	acPon	is	taken	in	response	to	an	event?	
Do	you	have	sufficient	data	retained?	
…	
Examples?



CHANGE	MANAGEMENT

How	are	changed	deployed?	
How	are	they	approved?	
How	are	unapproved	changes	detected?	
…	
Examples?



VENDOR	MANAGEMENT

What	external	vendors	/	services	are	in	use?	
Who	assessed	those	vendors,	on	what	criteria?	
What	level	of	access	to	they	have	to	data?	
…	
Examples?		
“Shadow	IT”



OTHER?



LAWS	&	REGULATIONS



FEDERAL	CRIMES

The	law:	
hYp://www.law.cornell.edu/uscode	
hYp://uscode.house.gov	

&	its	applicaPon:	
hYp://cybercrime.gov

http://www.law.cornell.edu/uscode
http://uscode.house.gov
http://cybercrime.gov


18	USC	1030

Computer	Fraud	&	Abuse	
1986,	1994,	1996,	2001,	…	

Originally	about	“hackers”	

Like	this	guy	->	



18	USC	2511

Wiretap	(aka	Title	III)	
1968,	1986,	…	

Protects	privacy	of	live	
communicaPon	

Service	providers	exempPon	
for	acPons	in	the	"normal	
course"	of	business.



18	USC	2701

Stored	CommunicaPons	

Applies	to	intenPonal,	unauthorized	access	
whereby	the	offender	obtains,	alters,	or	
prevents	authorized	access	to	a	wire	or	
electronic	communica9on	

General	exempPon	for	service	providers



EXAMPLES

Stakkato	/	FBI	Case	216	

Weev	/	ATT	(CFAA)	

TJX	/	Gonzalez	(CFAA)	

Spammers	(CAN	SPAM)	

US	v	Councilman	(SCA)	

Goldman	"Code	TheL"	

http://oig.nasa.gov/press/pr2010-F.pdf
https://www.eff.org/files/filenode/spitler_daniel_et_al._complaint.pdf
https://en.wikipedia.org/wiki/Albert_Gonzalez#TJX_Companies
http://www.spamhaus.org/news/article/626/spam-king-alan-ralsky-indicted
http://epic.org/privacy/councilman/
http://www.wired.com/2012/02/code-theft-conviction-reversed/


CYBERSECURITY	LAW

Cyber	Security	Act	(2010,	2012,	2013,	…)	

ExecuPve	Order	13636:	
Improving	CriPcal	Infrastructure	Cybersecurity	

NIST	Cyber	Framework

https://www.govtrack.us/congress/bills/111/s773
https://www.govtrack.us/congress/bills/112/s2105
https://www.govtrack.us/congress/bills/113/s1353
http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
http://www.nist.gov/cyberframework/


OTHER	LAWS	AND	REGS

Family	EducaPonal	Rights	and	Privacy	Act	(FERPA)	

Health	Insurance	Portability	&	Accountability	(HIPAA)	

Gramm-Leach-Bliley	Act	(GLBA)	

Sarbanes-Oxley	Act	(SOX)	

State	Privacy	Laws:	California	SB	1386	

CommunicaPons	Assistance	for	Law	Enforcement	Act	(CALEA)

http://www.leginfo.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.pdf


EXTERNAL	REQUIREMENTS

PCI	DSS:	Payment	Card	Industry	

SEC	Rules:	e.g.,	Data	RetenPon	(Rule	204-2)	

FFIEC	Guidelines:	e.g.,	AuthenPcaPon	

FTC	Pseudo-Regulatory	Framework:	e.g.,	FB

https://www.pcisecuritystandards.org/
http://www.ffiec.gov/pdf/authentication_guidance.pdf
http://www.ftc.gov/news-events/press-releases/2011/11/facebook-settles-ftc-charges-it-deceived-consumers-failing-keep


REGULATIONS	AS	“MOAT”

hYps://aws.amazon.com/compliance/	
hYps://azure.microsoL.com/support/trust-center/	

Have	a	reg	requirement	to	meet?	
They	meet	‘em	all.	

What	about	their	compePtors?

https://aws.amazon.com/compliance/
https://azure.microsoft.com/support/trust-center/


http://www.wsj.com/articles/morgan-stanley-
terminates-employee-for-stealing-client-

data-1420474557

http://www.wsj.com/articles/morgan-stanley-terminates-employee-for-stealing-client-data-1420474557
http://www.wsj.com/articles/morgan-stanley-terminates-employee-for-stealing-client-data-1420474557
http://www.wsj.com/articles/morgan-stanley-terminates-employee-for-stealing-client-data-1420474557


https://www.bloomberg.com/news/articles/
2015-12-22/ex-morgan-stanley-adviser-gets-3-years-

probation-for-data-theft

https://www.bloomberg.com/news/articles/2015-12-22/ex-morgan-stanley-adviser-gets-3-years-probation-for-data-theft
https://www.bloomberg.com/news/articles/2015-12-22/ex-morgan-stanley-adviser-gets-3-years-probation-for-data-theft
https://www.bloomberg.com/news/articles/2015-12-22/ex-morgan-stanley-adviser-gets-3-years-probation-for-data-theft


https://www.sec.gov/litigation/admin/
2016/34-78020.pdf

https://www.sec.gov/litigation/admin/2016/34-78020.pdf
https://www.sec.gov/litigation/admin/2016/34-78020.pdf


INCIDENT	RESPONSE

Learn	lessons	from	others!	

CommunicaPons	&	Contacts	are	criPcal	

PracPce;	eventual	events	will	be	unexpected



STAKKATO

aka	The	Teragrid	Incident	
aka	FBI	Case	216	
aka	The	Uppsala	hacker	

Went	down	something	like	this	

Press	coverage	in	the	end:	
NYT,	Wikipedia,	Wired	(1,	2)

http://www.nsc.liu.se/~nixon/stakkato.pdf
http://www.nytimes.com/2005/05/10/technology/10cisco.html?_r=0
http://en.wikipedia.org/wiki/Stakkato
http://www.wired.com/2009/05/swede-indicted-for-nasa-cisco-hacks/
http://www.wired.com/2010/02/sweden-probing-cisco-nasa-hacks/

