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RECAP



EXTERNAL-FACING	ASSETS

Mitre	Taxonomy	and	Trends	

OWASP	TOP	10	Web	
Vulnerabili;es

http://cwe.mitre.org/documents/vuln-trends
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project


EXTERNAL-FACING	ASSETS

PCI	Requirement	6.6:	
WAFs	or	Code	Reviews

https://www.pcisecuritystandards.org/pdfs/infosupp_6_6_applicationfirewalls_codereviews.pdf


TARGETS	CYCLE	IN	POPULARITY

Unix	Services	(sendmail,	fingerd,	telnet)	
Windows	Services	(IIS,	DCOM,	RPC)	

Websites	(XSS,	SQL	injec;on)	
Browsers	(CSRF,	plugins)	

Apps	(Java,	Adobe)	
Users	(just	about	anything	works)

http://krebsonsecurity.com/2010/10/microsoft-a-tidal-wave-of-java-exploitation/


USERS

Easy	to	blame	

Do	users	have	the	necessary	
inputs	to	make	well-informed	

security	decisions?



USERS

Launch	a	phishing	campaign	
against	your	own	employees	to	
train	them	to	be	more	wary?	

h[ps://duo.com/resources/duo-insight

https://duo.com/blog/now-available-duo-insight-a-tool-to-help-organizations-identify-phishing-risks
https://duo.com/resources/duo-insight




MORE	TECHNICAL	ATTACKS

Remote	execu;on	

Think	“inputs”	and	“context”



OVERFLOW	ATTACKS

We	received	unexpected	input	
from	an	untrusted	source	

We	executed	input	from	an	
untrusted	source





OVERFLOW	ATTACKS

Stack buffer overflow

Smashing The Stack For 
Fun And Profit

As long as the person at 
the other end of the 
Internet did only exactly 
what we expect, we’re fine!

http://en.wikipedia.org/wiki/Stack_buffer_overflow
http://insecure.org/stf/smashstack.html
http://insecure.org/stf/smashstack.html


OVERFLOW	DEFENSES

Sandboxing	
Canary	Words	

Non-Executable	Memory	
Randomized	Memory	(ASLR)



SQL	INJECTION

We	received	unexpected	input	
from	an	untrusted	source	

We	executed	input	from	an	
untrusted	source



Li[le	Bobby	Tables

http://imgs.xkcd.com/comics/exploits_of_a_mom.png


SQL	INJECTION

Examples	

Mass	A[acks	
have	used	this

select	*	from	userdata	where	
user='$user'	and	
password='$password'	

select	*	from	userdata	where	
user='medina'	and	
password='mypass'	

select	*	from	userdata	where	
user='medina'	and	
password='';	select	*	from	
userdata	where	'x'='x'	

http://www.unixwiz.net/techtips/sql-injection.html
http://www.f-secure.com/weblog/archives/00001427.html
http://community.websense.com/blogs/securitylabs/archive/2011/03/31/update-on-lizamoon-mass-injection.aspx


SQL	INJECTION	DEFENSES

Bad	Ideas:	
“blacklist”,	e.g.,	no	apostrophes	or	keywords	

Shaquille	O’Neal,	Andrew	Carnegie	

Good	Ideas:	
Placeholders	/	Proper	Encoding	



CROSS-SITE	SCRIPTING	(XSS)

We	received	unexpected	input	
from	an	untrusted	source	

We	executed	input	from	an	
untrusted	source





XSS	DEFENSES

Input	or	Output	Encoding	

Server-side	hint	to	browser:	CSP	

(Could	this	vuln	be	made	ex;nct?!)

https://www.owasp.org/index.php/Content_Security_Policy


CROSS-SITE	REQUEST	FORGERY

aka	CSRF	(“sea-surf”)	

A	bit	more	subtle	than	the	rest



CROSS-SITE	REQUEST	FORGERY

h[ps://bank.example.com/do?
acSon=transfer;	
dstacct=123456789;	
amount=1000	
(How	is	this	authen;cated?)



CROSS-SITE	REQUEST	FORGERY

site:	evil.com	serves	vic;m:			

<img	src="h[ps://bank.example.com/do?
ac;on=transfer;	
dstacct=999666999;	
amount=1000"/>



CROSS-SITE	REQUEST	FORGERY

Another	vulnerability	that	could	
be	made	ex;nct?	

Same-Site	Cookies

https://scotthelme.co.uk/csrf-is-dead/


OTHER	STUFF

Bad	Randomness	
No	or	Weak	Authen;ca;on	
Bad	Configura;on



ASSESSING	SECURITY



SECURE	SDLC

h[p://www.buildingsecurityin.com/concepts/touchpoints/



PENETRATION	TESTING

juliocesarfort/public-pentes;ng-reports	

SpiderOak	Sample	

TrueCrypt	Audit	by	iSec	Partners

https://github.com/juliocesarfort/public-pentesting-reports
https://spideroak.com/articles/responsibly-bringing-a-new-cryptography-product-to-market
https://isecpartners.github.io/news/2014/04/14/iSEC-Completes-Truecrypt-Audit.html


FUZZING

afl:	“a	novel	type	of	compile-;me	
instrumenta;on	and	gene;c	algorithms…”	

Permute	inputs,	find	unexpected	outcomes	
(like	crashes)	that	might	be	exploitable

http://lcamtuf.coredump.cx/afl/


BOUNTY	PROGRAMS

Not	always	smooth	to	run	a	program	

Yahoo	Bug	Bounty	(shirts	instead	of	$)	
Prezi	Bug	Bounty	(hack	of	off-limits	internal	site)	
Digital	Ocean	(public	debate	about	vuln)

https://yahoodevelopers.tumblr.com/post/62953984019/so-im-the-guy-who-sent-the-t-shirt-out-as-a-thank
https://shubs.io/i-found-prezis-source-code/
https://www.digitalocean.com/company/blog/transparency-regarding-data-security/


BOUNTY	PROGRAMS

Managed	programs:	
HackerOne:	hackerone.com	
BugCrowd:	bugcrowd.com	
Crowdcurity	/	Cobalt:	cobalt.io	

Individual	companies:	
h[ps://bugcrowd.com/list-of-bug-bounty-programs	

http://hackerone.com
http://bugcrowd.com
http://cobalt.io
https://bugcrowd.com/list-of-bug-bounty-programs


FIXING	SECURITY	(PATCHES)

Patch	Tuesday	

Full	Disclosure	(forum)	

Patching	in	public	(Postgres)

http://en.wikipedia.org/wiki/Patch_Tuesday
http://insecure.org/news/fulldisclosure/
http://www.postgresql.org/support/security/faq/2013-04-04/



